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STRENGTHENING RESEARCH SECURITY AND NATIONAL SECURITY
EXPECTATIONS IN THE HIGHER EDUCATION STANDARDS
FRAMEWORK (THRESHOLD STANDARDS)

Science & Technology Australia thanks the Australian Tertiary Education Commission for the
opportunity to respond to its consultation on strengthening Australia’s research security posture
through changes to the Higher Education Standards Framework.

Science & Technology Australia (STA) is the peak body for the nation’s science and technology
sectors, representing nearly 150 member organisations and more than 235,000 scientists and
technologists. We connect science and technology with governments, business and the community
to advance science’s role in solving some of humanity’s greatest challenges.

Many STA members work in or closely with universities, with direct insight on how changes to policy
and regulatory settings work to ensure research security and integrity.

Key points

e There are already several distinct measures in place to ensure Australia’s research system is
safe and secure.

e Embedding additional compliance requirements in the Higher Education Threshold Standards
would not necessarily deliver any additionality upon these existing measures.

e The tensions between potentially rapidly changing geopolitical contexts and research security
requirements must be carefully managed. The Threshold Standards, by definition, should set
clear and consistent ‘threshold’ criteria for higher education classifications. As such, the
Threshold Standards do not necessarily deliver the appropriate agility required to manage
complex and changeable issues such as research security considerations.

Science & Technology recommendations

1. STA recommends that any amendments to the Higher Edcation Threshold Standards
(Threshold Standards) to strengthen research security not include any additional explicit
compliance requirements.

2. The Threshold Standards should acknowledge the significant and important research security
responsibility universities — and other higher education institutions — have through a clear
acknowledgment of the existing measures already in place, and note that institutions must
meet all relevant existing obligations as part of meeting the criteria under their relevant higher
education category.

Research is by its very nature a collaborative endeavour, and Australia maintains its strong research
capability and reputation only through close collaboration with a range of international partners.

That said, maintaining research security is of paramount importance, especially given the
increasingly uncertain and potentially volatile geopolitical environment. Protecting IP, sensitive data
and research as well as ensuring Australia remains secure against any forms of undue foreign
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interference are legitimate — and complex — concerns that researchers and research institutions
must give due consideration and care.

There is an extensive range of existing legislation that acts to keep Australia’s research
collaborations safe and secure. The consultation paper acknowledges these, with Image 2 illustrating
the interactions between numerous separate measures, spanning multiple government portfolios,
designed to protect national and research security.

It is not clear how adding to these existing protections with additional complex compliance requirements
—rather than aligning, coordinating and enhancing — through the new Threshold Standards would further
boost Australia’s research security, especially in a complex changing environment.

Indeed, the consultation paper correctly states that “Increasingly complex requirements relating to
sanctions, export controls, foreign interference and international engagement may create
uncertainty for researchers where institutional guidance, training and support arrangements are
inconsistent.” The paper then goes on to say, “This raises questions about whether clearer
institutional expectations could assist researchers to understand and manage these obligations while
continuing to engage in legitimate research activity and collaboration.” This appears to be operating
on a fundamental misconception that ‘clearer institutional guidance’ equals additional institutional
requirements in the form of yet another layer of compliance.

The optimal approach would be to reinforce the importance of research security by requiring
universities to have due regard to all the other pieces of legislation —i.e. a threshold requirement
would be to ensure rigor and compliance with all relevant existing legislation. If the key concern is
compliance, a random sampling audit would likely be less burdensome.

This is also a more flexible approach. As geopolitical environments and considerations can shift
rapidly, legislation and guidelines must be sufficiently agile to adapt to changing requirements.
Threshold standards, by definition and design, should be more robust and consistent.

STA does not support adding new requirements until alignment and harmonisation has occurred on
the broad range of existing measures alongside development of clearer and less ambiguous advice.

Consultation Questions

1. How might current assurance mechanisms be strengthened to support providers identify,
assess, manage and mitigate research security, cyber security and national security risks, while
appropriately supporting and protecting staff and research students and other university-affiliated
or visiting staff engaged in those activities?

Existing mechanisms work to maintain research security reach across several aspects of university
and research operations. Provision of clear and unambiguous advice and guidance from Government
to universities with sample auditing is the clearest way to ensure robust compliance.

All researchers must be made aware of their individual responsibilities and obligations through clear
and workable advice. This includes the guidelines produced by the University Foreign Interference
Taskforce. The co-design approach, whereby Government works closely with the sector to develop
guidance materials, ensures that goals/intent and the measures developed to achieve these are well
understood by both the sector and government and therefore fit-for-purpose and actionable.

2. Are there existing legislative, regulatory, funding or sector frameworks, including ARC funding
requirements, UFIT, national security obligations and other research governance mechanisms, that
should be taken into account in developing any new or clarified expectations? If so, how should those
expectations be framed to avoid unnecessary duplication and support effective implementation?

There are already 28 distinct measures in place across Government working to ensure national and
research security. These already have a large degree of overlap and interconnection and together
they amount for a significant compliance load upon universities. Rather than add yet another
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additional layer to these, any additional expectations should acknowledge the significant
frameworks in place, and simply require that universities meet all relevant obligations.

3. What implementation challenges, risks or unintended consequences should HESC consider in
developing advice on potential amendments to the Threshold Standards, and what measures
could support effective, proportionate and risk-based implementation across the sector?

Including explicit research security requirements in the Threshold Standards runs the risk of
embedding rigid compliance requirements upon which university registration processes that will
potentially become out-dated or not fit for purpose, while at the same time, adding yet another
layer to the university compliance load.
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